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EXECUTIVE SUMMARY

This document belongs to the FANDANGO project funded by the European Union’s Horizon 2020 (H2020)
research and innovation programme under grant agreement No 780355.

It is a confidential report that describes the system and user interface prototypes, implemented during the
course of the project, starting from the first mock-up to the latest release. Each web-Ul release was
reviewed by the end-user, whose provide feedback to improve its design and usability.

Moreover, this document contains a description of current architecture and some specification about how
front-end and back-end communicate.
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INTRODUCTION

Currently, usability and ergonomics of the user interface (Ul) in interactive applications are critical factors
for achieving users’ acceptance. Thus, from the perspective of the end-users, the success of the entire
software development process depends on the quality of the interaction between user and system.

Fandango has mainly set itself the goal of usability as long as it is a necessary condition for survival on the
Web. The most noted reasons why a user stop visiting/navigating a website are:

the website is difficult to use

the homepage fails to clearly state what users can do on the site
users get lost on it

information is hard to read or doesn't answer users

The probability that a user reads a website manual or spends time trying to figure out an interface is very
low, since there are other websites available. Leaving is the first line of defense when users encounter a
difficulty.

These considerations are, of course, applied in Fandango’s web site, where users are journalists and
demand for a friendly user interface.

Usability has many aspects, and is often associated with the following 5 attributes:
Easy to learn: The user can quickly go from not knowing the system to getting some work done with it.
Efficient to use: Once the user has learned the system, a high level of productivity is possible.

Easy to remember: The infrequent user is able to return to using the system after some period of not
having used it, without having to learn everything all over.

Few errors : Users do not make many errors during the use of the system, or if they do make errors they
can easily recover from them. Also, no catastrophic errors should occur.

Pleasant to use: Users are subjectively satisfied by using the system; they like it.

% FANDANGG Page 8
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1. IteraTIVE PROCESS

Iterative user interface development involves steady refinement of the design based on user testing and
other evaluation methods. Typically, once the design is completed, the problems which several test users
have encountered using the application, must be noted. These problems will be fixed in a new iteration and
then will be tested again to ensure that the "fixes" solved the problems and to find any new usability
problems introduced by the changed design. The design changes from one iteration to the next are
normally local to those specific interface elements that caused user difficulties. An iterative design
methodology does not involve blindly replacing interface elements with alternative new design ideas. If two
or more interface alternatives needs to be chosen, it is possible to perform comparative testing to measure
which alternative is the most usable. Iterative design is specifically aimed at refinement based on
experience obtained from previous iterations. In Figure 1 is reported the interactive process used.

1. The process begins with the translation of the user requirements into mockups.

User requirements (Deliverable 2.3) specification is a documentation, which defines computer
system (application) functionality, completely independent of any solution-oriented bias or
software vendor. It must be understandable by the project stakeholders (users, developers,
designers and project managers).

2. Inthe second step the mock-up is implemented and the interaction with the end-users starts.

3. The last step is the iterative phase where user feedback is retrieved and new versions of the
interface are implemented. This process ends when users are satisfied in terms of usability and the
interface has no bugs.

-
FANDANGS

Final GUI

o088 -8

User Requirements Mock- Development
Ly LE: GUl User test

t

Feedback

Figure 1 - Iterative process
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The users' feedback of each iteration resulted in change requests as reported in Table 1.

VERsion DatA

Mock-up 17/07/2018

DESCRIPTION AND CHANGES

User Interface Mock-up

FiGURE
2

V0.1 29/10/2018

first implementation of the interface.
Functionality:

o Text analyzer
e Fakeness level
e Feedback

3

V0.2 27/02/2019

Implementation of the new interface
style and features after first feedback
of end-users

Functionality and changes:

EU brand navbar
Authors score

Claim selection

New GUI color theme

Vo3 15/05/2019

Implementation of new features inside
the interface

Functionality and changes:

e Images analyzer

e Videos analyzer

e Siren Dashboard button
e Similar news

Vo4 18/06/2019

Restyling of interface with a new easier
and simple version

Changes:

e New “Google style” main
homepage

e Separated pages based on
analysis type (article, image,

video and claim)

6-7

V1.0 25/07/2019

Implementation of the style and features
after first feedback about new
interface style

Changes:

® Minor Ul styles fix

8-12
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e Images and videos analyzed in
own page
e Claims analyzed in own page

Table 1 - Change Request list (release basis)

The following sections briefly show and describe the evolution of the User Interface.

% FANDANGG Page 11
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2.

Mock-upr

Agile approach, one of the key methodologies used in today’s software projects, often rely on user
interface mockups for capturing the goals that the system must satisfy. User Interface mockups are

useful tools for describing scenarios where real-life data are used for exemplifying the use case

instead of abstract descriptions. However, the information provided by mockups are informal and

allows misunderstandings by different stakeholders

Fandango

Article Checker Claim Analysis Article Search

Graph View

[ Turd http://

[TITLE] Publication Title /T\
Larem ipsum dolor sit amet, consectetur adipiscing elit.
Quisgue tincidunt vitae ligula in pellentesgue. Vivamus felis
augue, posuere nec magna vel, facilisis tincidunt dui.
Suspendisse porta erat quis odio hendrerit auctor. Aliguam
id massa eu sapien aliquam tristique nec ac ante. Praesent
eget quam dictum, condimentum nisl ut, consequat sem.
Nullam vitae porta nisl. Morbi eleifend, nibh eu tempor
venenatis, est ex tempus ipsum, hendrerit volutpat massa
lorem ut nibh. Pellentesque lacus enim, sagittis ac nibh
eget, porta eleifend ante. Nulla tempor mauris egestas nisi
ultrices venenatis. Donec id convallis nunc. Nulla metus
enim, suscipit id lectus et, luctus fermentum massa. Sed
imperdiet iaculis quam. Cras non eros a quam venenatis
laoreet.

Nulla ac massa nec nunc tristique euismod quis sit amet
nisl. Aenean lacinia et ipsum sed pulvinar. Donec vel nisi at
nunc dapibus fermentum. Vestibulum libero ex, suscipit
quis consectetur vel, interdum porttitor mauris. Duis
blandit leo a magna volutpat suscipit. Aliquam egestas erat
quis arcu tincidunt, ut posuere nunc pellentesque. Nunc vel
mauris mi. Sed guis enim arcu. Quisque eget arcu quis
tortor tincidunt pellentesque. Duis dolor odio, laciniaa
euismod mattis, suscipit ac risus. Morbi in faculis eros. Cras
sed urna eu felis malesuada rhoncus et vitaerisus. In
accumsan euismod eros vitae molestie. Etiam molestie
rutrum egestas. Sed vitae finibus est. Duis sagittis libero
eget magna euismod congue.

Article Analysis

Author: Possible Author of Fake News
Publisher: possible Publisher of Fake News
Related Article Publication

Article Title One

Article Title Two

Article Title Three

Article Title Four

Current selection
Vivamus felis augue, posuere nec magna v J
facilisis tincidunt dui. 2

#trump #berlusconi #immigration #raise o

@ Existing claim

Related claims

Vivamus felis augue, posuere magna vel,
facilisis tincidunt dui. neutral

Vivamus sem mi, euismod sed lectus eget ®

volutpat molestie massa.

Bad

Nullam aliguam at negue vitae congue.
Vivamus feugiat neque vel nulla bibendun

n llus condimentum erat non risus
osuer nentum elit convallis.

Mauris tincidunt sit amet us at feugii  Good

l

Claims are
not part of v0.2

Claims will not
be
automatically
analyzed. it will
be manual
input. The
related claims
are only a
simple search of
similar claims.

Figure 2 - Mock-up
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Mockups show the mainly functionality requested by end-user in User Requirements:

Text Analysis
Authors and Publishers analysis
Claims Analysis

3. FANDANGO REeLEASES

3.1. Version 0.1

%7 LIVETECH +Fandango
I-I AMPLIFY YOUR DATA
Article Checker Language supported : ZfZ Article Analysis

- Author : unknown

www.bbc.com/news/world-us-canada-46010087 e - Publisher : https://www.bbc.com

- Related Article Pubblication

- Not available
e

Pittsburgh shooting: Victims of synagogue attack named
)
I Fakeness Level

REAL
vy

Real or fake? !‘ l'

Current selection ( Not available )

Figure 3 - Article Analysis Page V0.1

Figure 3 shows the first implementation of Fandango Project Ul. In this phase, the GUI has been
implemented with the following functionalities:

Article visualization (Title, body, authors and publisher)

Fakeness Level (represented to the right with a gauge chart and using a draft of machine learning
model)

® Fakeness reliability feedback
Main feedback from users were:

e Unprofessional design
e Missed functionality

% FANDANGG Page 13
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3.2.  Version 0.2

FANDANGD

Larguage selecred 2 Aitiche Analysis

Artics Checkar

Figure 4 - Article Analysis Page V0.2

Figure 4 shows the second Fandango Ul version which implements the new features and first feedback of

end-users about the usage of interface.
The most important functionalities added was:

® Authors score
o Selection of claim inside an article body

o Similar claims service

The minor changes about Ul style were:

o New Ul style with Fandango colors
o New navigation bar with EU and Fandango logos

% FANDANGG Page 14
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3.3.  Version 0.3

Article Checker

Article Analysis

- Date 2019-05-06 16:29:49
Authors

Title - Lauren Gambino

- Tom McCarthy

- Lauren Gambino in Washingn and Tom McCarthy in

New York
Publisher
Body - The Guardian
A, Check Fakeness
Fakeness Level (= ] @)
i
i
i
‘ \
|
i
i
4 (/ g
S &
B
Real or fake? v X
Images
- Current selection
Select Select Select Select Select
Videos

4/ LIVETECH

Figure 5 - Article Analysis Page V0.3

Figure 5 shows the third Fandango Ul version which implements the following features:

Article language recognizer
Article date

Images analysis

Videos analysis

Similar news button

Siren Dashboard button

The minor changes about Ul style were:

o New footer at the bottom of page
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3.4. Version 0.4

The version 0.4 has a new style interface. Infact, the structure of sites is fully changed. Now the
website is split into functionality pages:

e Homepage (Main page)
® Article Analysis page

e Image Analysis page

o Video Analysis page

o Claims search page

In this version, we show only Homepage and Article Analysis because these are the main pages that change

in the next version (interaction).

HowmEePAGE

Analyze

& from the European Union's H2020 EU research a

Figure 6 - Homepage V0.4

Figure 6 shows the new Fandango Ul homepage. After the need for a more intuitive and simple interface,
this version implements a totally new and different GUI.

The main changes were:

New main homepage to switch functionality (analysis types)
New homepage style

New footer with EU logo

Analysis infos on buttons mouse-over

i FANDANGO Page 16
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ARTICLE ANALYSIS PAGE

FANDANGG

Headiin
soty ; 8 /0
heresa May will make the case for her new Brexit plan in Parllament later, amid signs that Conservative opposition to her leadership Is hardening. Trustworthiness

TEXT ANALYSIS RESULT

TRUSTHORTHINESS 69%
wTHORS PUBLISHER

Michael Gove 100% BBC 100%

Laura Kuenssberg 100%

SIMILIAR NEWS

e AuthoR PUBLISHER  TENTSCORE  TOPICS
Bomb kills U.S., British soldiers in area thought to be cleared of ISISThe deaths of the two soldiers in Syria Sam Smith Cbsnews 80% soldiers. o
Chinais the target of economic espionage investigations in nearly ll 56 of the FB field offices. Adam Follett  BBC 0% China, economic [
Trump's threat to slap heavy d parts m: h ds of thousands of American jobs. Pam Bell Cbsnews 65% tariffs, american jobs [: ]
cuam mequency  mesu u
Says Joe Biden "deserted you. . | guess he was born here, but he left you, folks. He left you for another state.” 5 True
"Youlook at today, only haif the 30-year-olds are doing better than their parents were at age 30. When | was being raised, it was 90%." 2 False

I orofc s e frding ot uropeanUnin's 2020 0 esarch and vt g ude geant agrssment o 8035,

Figure 7 - Article Analysis Page V0.4

Figure 7 shows the new Article analysis page of Fandango Ul, based on new feedback and mock-up received
during Thessaloniki meeting.

The main changes were:

New Ul pages style

New type of trustworthiness visualization (from chart to percentage)

Text analysis result (represented on progress bar)

Images and videos analysis

Similar news

Claims

New navigation bar with search bar and the possibility to switch type of analysis with buttons
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4.  Latest Retease (M19)

The latest version of Fandango Ul (Figure 8) implements some minor Ul fixing according to end-users
feedback to the new design.

All the Ul features described in this section are supported by FANDANGO’s services which are fully
described in D2.4 and D3.1.

HowmepaGe
In Homepage of Fandango (Figure 8), the users can navigate the different functionality of Fandango:

Article Analysis - a user, typing a url, can analyze an article
Image Analysis - a user, typing a url of an image, can analyze it
Video Analysis - a user, typing a url of a video, can analyze it
Claims Search - a user can search a claim by typing a sentence

FANDANGG

@ image | video A claim Advanced

Figure 8 - Homepage

How to use fandango’s user interface:
1. Select the desiderated function clicking on the respective button.

2. Type/Copy a url or aclaim

3. Click on search button Q result

% FANDANGG Page 18
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The homepage changes are:

Clear background
Separation of Siren Dashboard (Advanced) from Article, Image, Video and Claims search
Type checker based on type of analysis (For example: Article analysis accept only URL inside

textbox)

The navigation bar (Figure 8) changes are:

e Fandango logo moved on the left
® Buttons on navbar now are always expanded with its label
o Clicking a button on the navbar, the interface will redirect the user to the homepage with the

selected analysis

% FANDANGG Page 19
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ARTICLE ANALYSIS PAGE

In this page (Figure 9), the user can visualize results of the news analysis in terms of text, authors
and publishers information.

e The text analysis score (Figure 9.a) is reported in a progress bar. It represents how reliable a
news is (from 0 to 100%).

e The Authors and Publishers scores (Figure 9.b) are reported in a progress bar as well, one
for each author and publisher. These scores represent the credibility of authors and
publishers

In Figure 9.c and 9.d are shown the media sections, where users can choose an image or a video to

analyze (clicking on one of them will open the respective analysis page)some of their aspects(
editing, heatmap, etc.).

Moreover, in the last section of the same page (Figure 9.e), users can explore a list of 10 similar
news, already analyzed by the system and retrieved from Fandango’s silos.

FANDANGG

| = image  mevideo A Claim Advanced

Published date

n candidates clash over healthcare and immigration www.bbc.com 3 o

Here's the real reason Trump is attacking ‘the Squad; he's scared of their politics | Joshua Leifer www,

£ leaders tussle anew with top job conundrum - Greece - Nuova Europa wiww.ansa.t [c]

£U leaders tussle anew with top job conundrum - Estonia - Nuova Europa W ansait o

Figure 9 - Article Analysis Page
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TRUSTWORTHINESS

Figure 9.a - Article Analysis Page: text analysis details

53.57%

The Guardian

Tom Mccarthy

Lauren Gambino 59.58%

Figure 9.b - Article Analysis Page: Authors and Publisher analysis details

M=

Figure 9.c- Article Analysis Page: Images

Figure 9.d - Article Analysis Page: Videos

% FANDANGG
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HEADLINE PUBLISHER

Democratic debates: Ten candidates clash over healthcare and immigration www.bbc.com
Ex-ministers blast Bolsonaro for dismantling Brazil's environment protections www.reuters.com
Here's the real reason Trump is attacking 'the Squad': he's scared of their politics | Joshua Leifer www.theguardian.com
EU leaders tussle anew with top job conundrum - Greece - Nuova Europa www.ansa.it

EU leaders tussle anew with top job conundrum - Estonia - Nuova Europa www.ansa.it

TEXT RATING

47.43%

=

=

=

=

=

Figure 9.e - Article Analysis Page: Similar news

The article analysis page changes are:

Clean background

Edit boxes removed on article analysis result to prevent misunderstandings
Article date added

Siren investigation button added to explore dashboards

Images and videos analysis results shown in single pages

Claims removed from article analysis page(Figure 9)

% FANDANGG
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IMAGE ANALYSIS PAGE
In this page (Figure 10), the user can analyze an image to see if the image has been manipulated or
not. The different analyses are reported in D4.3.
The user can see every analysis made through a list of images. Each image represents a different

algorithm applied on the original one. For instance, if there are manipulations on a single section
of an image, the user will find a highlight of the manipulated section with a boundbox.

a | ¢ y 0 Q

FANDANGG

Image size : 73.69 KB
Image encoding : image/jpeg

Upload on : 26-07-2019

busterNet faceForensics maskRENN

Figure 10 - Image Analysis Page

The new image analysis now includes:

® Image Analysis
e Image info (size, encoding and upload date)
o Image with different analyzer type (busterNet, faceForensics, maskRCNN)
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VIDEO ANALYSIS PAGE
In this page (Figure 11), the user can analyze a video to see if the video has been manipulated or
not. A more detailed explanation is reported in D4.3
This is the slowest functionality in Fandango. The reason is that the analyzer check each frame on

the video.

FANDANGG

(U »

a pitardi Condividi

r_ Upload on : 19-02-2019
1 Video size : 14.68 MB
Video encoding : videa/mp4

videa frames : 3

Figure 11 - Video Analysis Page

The new video analysis now includes:

e Video analyzed
e Video info (size, encoding, upload date and frames)

In the next version, it will be added analysis of the single frames of the video.

% FANDANGG Page 24
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CLAIM SEARCH PAGE

In this page (Figure 12), the user can research claims that have been already reviewed by trusted

sources.

Claim details (Figura 12.a) shown are:

Claim’s details can be expanded( “see more”) by clicking the arrow on the right.

Author name
Label

Rating value
Worst rating
Best rating
Reviewed body
Link to navigate the webpage from where the claim comes from

FANDANGG

@ article = image W Video laim | Advance

Sharchi, sbarchi e ancora sbarchi: | numeri negli anni 07.-01-2016 [~}

Le armi al supermercato 19.11.2015 [~}

Sbarchi, sbarchi e ancora sbarchi: i numeri negli anni 07-01-2016 |~

Quanto crescono le citta? 21.07-2015 u

Sbarchi, sbarchi e ancora sbarchi: i numeri negli anni 07.01.2016 [~}

Il costo di 14 anni di guerra in Afghanistan 22.06-2015 [~

Il costo di 14 anni di guerra in Afghanistan 22.062015 B8

sbarchi, sbarchi e ancora sbarchi: | numeri negli anni 07012016 [~}

Beppe Grillo e la Germania in sciopero 27-06.2015 [~

Disoccupazione/occupazione: & vera inversione di tendenza? 02082015 [~}

Figure 12 - Claims Page

The National Rifle Association "loses as many races as it wins.” 02-10-2017 n
AUTHOR LABEL RATING VALUE WORST RATING BEST RATING
FactCheck.org Cherry Picks 10 1 11 E

Figure 12.a - Claims Page details
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The new claim analysis now includes:

e List of claims found

5. Ul proPosAL

Subsequently to last version, a Ul proposal has been created from the following feedback given by
end-users (Figure 13-16):

Switch analysis type with buttons under textbox is not clear

Button mouse-over information not intuitive

Differences between Analysis button and Advanced button not evident
Buttons inline visualization not optimized in small desktop / mobile
Navigation bar not optimized in small desktop / mobile

HOMEPAGE (DESKTOP VERSION)

FANDANGG

B Anicle a
—

- FANDANGG

B CHECK THE TRUSTWORTHINESS OF AN ARTICLE AND ITS METADATA

Figure 13 - Homepage (Desktop version)
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HOMEPAGE (MOBILE VERSION)

-3
FANDANGG

a
FANDANGG

Q

@ CHECK THE TRUSTWORTHINESS OF AN ARTICLE AND ITS
METADATA

Figure 14 - Homepage (Mobile version)
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ARTICLE ANALYSIS PAGE (DESKTOP VERSION)

HEADLINE

Democratic debates: Ten candidates clash over healthcare and immigration

Ex-ministers blast Bolsonaro for ling Brazil's protectior
Here's the real reason Trump is attacking ‘the Squad® he's scared of their politics | Joshua Leifer

EU leaders tussle anew with top job conundrum - Greece - Nuova Europa

EU leaders tussle anew with top job conundrum - Estenia - Nuova Europa

he European Ur

0-project.eu has recel

a
FANDANGG
Published date
Feb 19,2019
i Headline
= Artice
ernie Sanders announces ru n 020: 'We're gon
B m
Body
L] Jidec ernie Sanders, the independe hel gize the e movel 1 re: t
t ite H rat g e} on th olitical
H Wa T ed th 28 e inatic t & ive
norning
Show more
Tom Mccarthy 59.58% The Guardian 53.57%
Lauren Gambino 59.58%
puBLISHER

www.bbc.com

wwwreuters.com

i theguardian.com

www.ansa.it

WWW.ansa.it

indes

TEXT RATING

=

Figure 15 - Article Analysis Page (Desktop version)
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ARTICLE ANALYSIS PAGE (MOBILE VERSION)

— a
s FANDANGG
Published date
eb 19, 2019
Headlina
Body
r i
m hose 21 I itial campaign he |
Fy [ =] il |
Der i f 20
| | | i [ il
| h
g or I n ule] ge, C S
ind | & I I
he started three years ago when he ran azainst Hillan
1ML F 1 atl Tt 1M
Show more
| . 0
ST E

Figure 16 - Article Analysis Page (Mobile Version)

Ul PROPOSAL ADVANTAGES

Analysis type info always visible under textbox

Better space optimization

Sidebar always available during navigation

Most obvious difference between Analysis functions and Advanced function

Sidebar is fully responsive and adaptive with large, medium and small desktop, tablet and mobile
Cleaner design and more intuitive for the first usages
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6.  ARCHITECTURE

The Web application is entry point of Fandango (Figure 17).

Fandango Web application is a Single Page Application (SPA). it is the dynamic framework that covers the
interaction with the user by the updated data within the existing page without loading totally new pages
from the server, this way the application requests only needed content details. AJAX, Asynchronous
JavaScript, and JSON are the foundation of the page communication. Additionally, the HTML5 History API
provides the ability to adjust the URL of the page without its reloading, simultaneously creating separate
URLs for different views. Generally, the server queries can carry various types of data, using the form of

JSON payloads or HTML elements.
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Figure 17 - Architecture

Fandango Web application combines both server-side (Back-end) and client-side (Front-end) scripts. The
server-side scripts are responsible for the analysis of the news, image, video and claim, while the client-side
present the data to customers. Web application architecture diagram is reported in Figure 18.

Process of the Web application:

The user sends a request to the server through the Internet, using the browser.
The web server is responsible for forwarding the command to the requested server.
The server processes the user's request.

The web application delivers the processed information by the server to user.
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Figure 18 - Web application
Components:

e Front-end is written in JavaScript programming language, HTML5 and CSS3. It used two
frameworks called Angular and Bootstrap, as well. The version of the frameworks used are
Angular 7 and Bootstrap 4. Front-end receives the information through web-services via
RESTful API from the back-end side.

Angular is a TypeScript-based open-source web application framework led by the Angular
Team at Google.

Bootstrap is a free and open-source CSS framework directed at responsive, mobile-first
front-end web development. It contains CSS and JavaScript-based design templates for
typography, forms, buttons, navigation and other interface components.

® Back-end side is written in Python programming languages. It uses a framework called

Flask. Through Flask the back-end can expose RESTful APl to communicate with the
front-end part. The version of Python used is 3.6.
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Flask is a lightweight WSGI* web application framework. It is designed to make getting started quick and
easy, with the ability to scale up to complex applications. It began as a simple wrapper around Werkzeug’
and Jinja® and has become one of the most popular Python web application frameworks.

The Swagger” framework has been used to facilitate the modeling of the RestFul API. Infact, the APl design
is prone to errors, and it’s extremely difficult and time-consuming to spot and rectify mistakes when
modeling APIs.

Swagger Ul is one of the most popular tools for generating interactive documentation from your OpenAPI
document. Swagger Ul generates an interactive APl console for users to quickly learn about your API and
experiment with requests.

! https://wsgi.readthedocs.io/en/latest/

2 https://palletsprojects.com/p/werkzeug/
3 http://jinja.pocoo.org/

4 https://swagger.io/
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