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EXEcUTIVE SUMMARY

This report documents the work done thus far regarding the development of a machine learnable scoring
function for the task of fake news detection. It describes the state-of-the-art methods used for the
combination of information from multiple modalities into a single decision function. Special consideration
has been given to methods that permit predictions even in the case of missing modalities. Additionally, it
describes state-of-the-art methodologies used to interpret the results provided by a machine learning
classifier, allowing for an informed decision about the trustworthiness of an article. Methodologies to
explain separately the prediction from each modality, as well as their combination to get a final estimation
using a multimodal fusion classifier, have been put to test and findings are discussed in this deliverable. Itis
important to note that FANDANGO is providing an explanation and interpretation mechanism for the
machine learning algorithms which is vital for the end-users to trust the platform. Such an ability to provide
interpretable predictions can ultimately lead to the elimination of any bias that might be introduced in the
system.
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1. INTRODUCTION

The ultimate goal of the FANDANGO project is to provide a platform that can assist a user to easily discern
the validity of a news claim. In order to make such a decision, all the parts that make up the claim must
much to the truth. Therefore, all aspects of a news item have to be judged for validity and then the
combined information has to be judged for consistency.

Task 4.1 is dedicated to extracting information from various sources and in different forms. Then Tasks 4.2
through 4.4 each describe the methodologies used to understand if any of the modalities carries
misinformation in its own accord. Task 4.5 provides two additional modules for the FANDANGO platform.

The first module incorporates the information provided from the different modalities such as the entities
mentioned in the textual modality and the locations that are being discussed, the location where the
images were taken and the object that are being shown from the visual modality and the origin of the
authors and publishers from the metadata modality in order to detect the consistency of the content of a
news item.

The second module takes into account the predictions that are made for each modality of an article and the
confidence of each of the classifiers so that a single aggregated prediction can be made for the article. This
is accomplished by a machine learnable score function that weights data from the data lake to justify the
fakeness or not of a news post. Both modules are described in the following section 2.

One of the major concerns of the end users of the FANDANGO platform is the extent of trust they can show
to classification algorithms and machine learning models. Thus, one of the requirements that they set is
that FANDANGO should not make a final decision about the trustworthiness of an article, this decision
should be left to the human interpreter, but each tool should provide results that are rigorous and
explainable.

Current state-of-the-art in machine learning techniques has been cluttered with deep neural networks for a
wide range of applications such as image classification and natural language processing. While these
techniques have achieved extremely high predictive accuracy in in vitro conditions, such as competitions,
deep learning models are not easily interpreted and their predictions are hard to explain. In recent years a
lot of effort has been dedicated to define the concepts of “understanding”, “interpreting” and “explaining”
when it comes to deep neural networks and to provide tools for discerning what a “black box” machine
learning model has actually learned. In section 3 we provide a description of these methods as well as how

the FANDANGO platform provides interpretable and explainable results to the end users.
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2. MuLtiMobaL Fusion

In this section the state-of-the-art approaches on multimodal data fusion are described. Our proposed
method is thoroughly analyzed, whereas our experiments on three different public datasets are also
presented. The goal of the multimodal fusion in the FANDANGO project is the formation of one aggregated
score, which will be formed by fusing the trustworthiness scores of text, image and metadata content. The
initial training of the fusion score classifier comes from the gross annotation of articles based on the source
publisher, as provided by the end users. A better training schedule will be provided by a per article
annotation of news by the end users, provided by the end of the project.

2.1. INTRODUCTION

Lately, the industry of news has gone under quite significant changes. Unlike past years when news
websites presented an event by using only text and images, photo captions, tags, keywords and video
content are lately also used. In addition, the rise of social media has inserted a new component to the
entire news industry, by bringing up the existence of multiple views of the same event, due to the plethora
of social media users that may refer to it. As a result, a vast number of posts, tags, images, or videos can be
used to describe the exact same fact, from a different aspect. Subsequently, this has also evoked the
effortless spreading of fake news.

The different modalities that describe the same event, can be used for drawing a preliminary conclusion
regarding its trustworthiness, where modalities include the image, video, audio, text or, in general, any data
type that can be present on a news website in the context of describing an event. However, each modality
carries different types of information and when individually analyzed, the resulting trustworthiness score is
based only on that specific modality. Hence, the relationships between the different modalities, describing
the same event, are not exploited and significant information that could contribute to the accuracy of the
trustworthiness score may be dropped.

Multimodal fusion methods have been occasionally used, in order to take advantage of those more
complex relationships between modalities referring to the same event. However, the computational
complexity of such multimodal data fusion frameworks was a limiting factor, until the recent progress in
processing power. Nevertheless, the boundless availability of information describing the same event has
been the key factor to the wide use of such frameworks.

According to [1], there are two types of multimodal classification frameworks that are most frequently
used. Regarding the first one, namely late fusion, the different modalities are classified individually and
their classification outputs are then fused, to return a final decision, while in the second one, namely early
fusion, a classifier is used to classify the different modalities and fuse them into a single entity.

An article can contain different modalities, i.e. text, image and video. In earlier tasks, predictions about the
trustworthiness of each modality were obtained which with relevance to this task will be fused to produce
a single aggregated prediction for the entire article. Furthermore, the topics, entities, extracted locations
and the object that were detected on the image will also be fused to produce a score indicating their
relevance.

The objective of multimodal classification in the context of the FANDANGO project is the assignment of a
predefined label (class) to the entire article, based on its distinguishing modalities. Since the final decision is
not of great help to the end user in the case of binary classification (trustworthy/not trustworthy), the
multimodal classification result is returned as a trustworthiness score. This score is based on information
retrieved by all the modalities, but also the relationships between them.
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2.2. StATE-OF- THE- ART

Many solutions have been proposed for the creation of an effective system, that can fuse the information
coming from different data sources, to better represent one single phenomenon. Multimodal fusion has
been used in various tasks, such as action or expression recognition, indoor localization and tracking,
image/video classification, speech recognition, person/object/context recognition, medical diagnosis , etc.
In this section, the state-of-the-art methods of multimodal fusion are described for a wide range of
applications.

Regarding action detection, the approach in [5] proposed the fusion of skeleton and RGB signals of the
Kinect sensor. Instead of a holistic approach, the researchers have utilized two supervised and
unsupervised fusion methods to fuse groups of features that come from different channels, showing
promising results when compared to depth-only action recognition approaches.

Multimodal fusion has also been used in the context of expression recognition. In [6] a deep multimodal
fusion CNN is proposed for the recognition of 2D and 3D facial expressions, where a 3D face scan is
represented as six different facial attribute maps. The multiple 2D maps are fed to a deep CNN for feature
and multimodal fusion learning, resulting in the retrieval of more solid facial maps and thus, a more
accurate prediction of facial expressions.

In reference to automatic recognition of anger as a sign of aggressive behaviour, Patwardhan et. al. in [23]
have used different expression modalities obtained by Kinect cameras (joint position, movement, body
posture, head gesture, face and speech) in a supervised learning classification task. The results imply that
the multimodal fusion in combination with rule based features can be used for security systems, for the
effective early recognition of aggressive behaviour.

In [7]1, a new method for indoor localization and tracking is implemented, where magnetic and visual
sensing features are fused for the creation of a filtering framework to track users, with the higher aim to
maximize the localization accuracy.

Guillaumin et. al. [8] have approached the standard image classification task by introducing multimodal
fusion to a semi - supervised learning process. In more details, the researchers have fused keywords
associated with image labels with the images, to examine whether other kinds of information can assist the
learning process of an image classification task. A Multiple Learning Kernel classifier has been initially
trained to score unlabeled images, while its outputs were later used for learning SVM and LSR classifiers on
both the labeled and unlabeled images. The results have achieved competitive performance, validating that
using keywords associated with the image labels can boost a multimodal semi-supervised learning where
only a small amount of labeled images are provided.

Geng et. al. have proposed efficient heuristic methods for improving multimodal frameworks in video
concept detection [9]. A two-stage semantic model is approached, with the first stage being a multimodal
fusion model, used in the context of an unsupervised method to adapt the differences of element
distributions, regarding training and testing domains. The multimodal fusion method proposed by this
research (domain adaptive linear combination - DALC) has introduced the novelty of exploiting huge
amounts of data between the training and the testing domain and was based on the distribution of the
projection angles between the model parameters and the domain elements. The second stage includes a
multimodal concept model (mechanical node equilibrium - NE), with the objective to form the concept
correlations between elements and, finally, adapt each concept’s score which are represented as nodes.
The essential concept of this stage is the search of an equilibrium state in this dynamic node system. The
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combination of these two stages (DALC+NE models) has achieved state-of-the-art performance in either the
supervised or unsupervised semantic models.

With reference to speech recognition, the research of [10] has explored the effects of using multimodal
fusion in speech recognition, in cases where an image provides information about the speech recording.
The lattice algorithm is used to rescore the most likely sentences of a word level RNN, while the image is
also used to augment the language model with most likely words. The outcome of this research proves that
indeed the fused information provided by the image can improve speech recognition, compared to speech
recognition models where only the speech recording is used, and that the use of a larger multimodal
dataset can provide even more accurate accurate results. Another remarkable multimodal fusion
automatic speech recognition approach was also proposed in [11], where a turbo-decoding
forward-backward algorithm is applied to an audio-visual speech recognition task and outperforms other
state-of- the-art hidden Markov or iterative models.

In the context of person/object recognition, based on human perception about objects while interacting
with them, the researchers of [13] have approached the method of sensorimotor, by using a deep learning
based multimodal fusion of the information sources for automatic 3D object recognition. Regarding person
re-identification via camera sensors, Pala et. al. [14] have examined the outcomes of fusing clothing
appearance artifacts with additional descriptive information, such as anthropometric measures that can be
estimated by unconstrained poses, retrieved by RDB-D sensors. Moreover, a dissimilarity discovery
framework is used for the creation and multimodal fusion of pedestrian appearance descriptors. The
results of this research indicate that the multimodal fusion approach has increased effectively the
identification of clothing descriptors.

In [15] Destelle et. al. propose a multi - sensor fusion method for a low cost human skeleton tracking. The
researchers use position information collected with Kinect cameras in fusion with more accurate pose
estimation information that were obtained by wearable inertial sensors. The outcome verifies that the
introduction of a second source modality can supplement the limitations of the Kinect cameras and thus,
the framework can be used for more accurate skeleton tracking.

Furthermore, in [16] a multimodal sentiment analysis is proposed, where extracted features from audio,
visual and textual modalities are fused. In order for the fused modalities to be meaningful and thus, have an
impact on the learning process, both feature and decision level methods related to the different modalities
are used. Besides the visual features that undoubtedly have a positive impact on the overall sentiment
analysis, textual analysis has been enhanced with sentic - computed based features, which has proven to be
a quite significant improvement over the standard textual sentiment analysis process.

Multimodal fusion has also been applied to medical diagnosis approaches, as in [17], where Xu et. al. have
developed a model to predict Alzheimer's disease (AD) and mild cognitive impairment (MCI), by following a
multi-modality sparse representation approach. The multimodal fused medical images that were used have
shown improvement on the classification of AD or MCI diseases. In the same context, Bernal et. al. in [18]
have proposed a supervised multimodal fusion method for human action and activity recognition, which
applies on the automated monitoring of medical processes. The different modalities that are fused in the
context of this method include motion data acquired by wearable sensors and video data acquired by body
- mounted cameras. The combination of multiple sensor data, but also the adaptive sampling technique to
the video processing part of the multimodal framework show improvement over standard action and
activity classification methods.

It is quite common that the data used for multimodal fusion tasks are acquired by a variety of sensors,
including bio-sensors (smart-meter sensors or blood-pressure devices, fingerprints), other passive sensors
(Kinect and other cameras, smart-phones) or user created information, such as text or tags.
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In [21] fingerprint and Iris data have been fused as a more robust approach in the context of human
biometrics identification. Similarly, the research of [22] proposed a multimodal fusion framework for the
classification of Alzheimer’s disease, where the complementary information regarding data from different
modalities were provided by a nonlinear graph fusion process.

In addition to the already described approaches that obtain their data by the most widely used passive
sensor, Kinect, other types of passive sensors are also used in multimodal fusion frameworks. Cricri et. al.
have followed a multi - user and multimodal approach for the automatic editing and classification of sport
videos [24]. For the extraction of domain knowledge, multiple users were capturing audio/visual content
about a sport event with their mobile phones, while also some auxiliary sensor data were captured by
accelerometers and magnetometers. The different modalities were separately analyzed and the multiple
different analyses were fused for acquiring the sport type. The sensor data have been used for the
extraction of more specific and discriminative spatio-temporal features about the content. This multimodal
and multi - user adaptive fusion approach has outperformed other state-of-the-art classification
approaches. In [25] a multimodal late fusion method is proposed, where the learning process is based on
imperfect sensor data, approaching a quite realistic scenario when it comes to robotics related tasks. This
method utilizes a two - stream CNN that learns how to fuse information of RGB and depth image
information automatically before the classification and has achieved impressive results regarding RGB - D
object recognition tasks. Similar data are also used in [26], a multimodal video approach for the prediction
of human - gaze direction. Finally in [27], features from pre trained DCNNs are used in fusion with other
visual descriptors and audio modality extracted by openSMILE for personality prediction based on facial
emotion and other information that can be retrieved from images.

In reference to user created data that are used in multimodal fusion systems, Chen et. al. in [28] have
approached the multi-label image classification task by proposing a new method, which assigns the labels
of each group to a query image. The proposed method is an exclusive Lasso model, that incorporates label
exclusive content provided by the user, to a linear representation. Moreover, a study in [30] explores the
effect of different user - created textual, visual and multimodal modalities, to social event classification,
with relevance to social - event classification.

There is a plethora of methods applying multimodal fusion on different levels, based on the stage at which
the data fusion takes place (early fusion, late fusion, feature level fusion, decision level fusion). An
extensive analysis performed in [1], categorizes the methods based on the diversity and the type of the
multimodal data to be fused, while the in [3] the most challenging issues arising from the use of multimodal
data fusion methods are described, including data imperfections caused by sensors, data outliers,
time-invariant and varying with time data, different data preprocessing, different data dimensions.

Regarding multimodal data analysis, in [12] a framework for multimodal content retrieval is presented that
supports retrieval of rich media objects as unified sets of different modalities (image, audio, 3D, video and
text). An automatic weighting method is used for combining the heterogeneous similarities of a single
modality to one global modality. Moreover, a multimodal space is constructed, where the correlations of
different modalities on a semantic level are captured. This framework is also capable of handling external
queries, by incorporating them to the composed multimodal space. In [20], Kalimeri et. al. present a
multimodal fusion framework using the fusion of electroencephalography (EEG) and electrodermal activity
(EDA) signals, for assessing the emotional and cognitive experience of blind and visually impaired people,
when navigating in unfamiliar indoor environments. In addition, the researchers of [19] have proposed a
method which sustains multimodal data retrieved by electroencephalography signals (EGG). EGG video and
optical flow data have been used for training deep CNN and RNN architectures in the context of an EGG
video classification task, where the EGG signals are converted to grayscale videos and are used in fusion
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with the optic flows of the EGG video, for a better representation of the temporal information of an EGG
video. This multimodal method has solved the problem of inadequate EGG datasets.

According to the level of fusion, most of the research methods, follow the feature - level fusion approach,
i.e. concatenating the features and applying a classification method, (e.g. ([20], [21]), or the decision - level
fusion, i.e. using the classification results for each modality to improve the results by aggregation (e.g. ([23],
[26]). There are also approaches which use both feature and decision level fusion (hybrid fusion). These
methods utilize the joint effect that they have on the final decision, rather that the relationship between
the multiple different modalities.

Despite the plethora of applications where multimodal fusion has already been used, most of the research
approaches do not make use of the relationship between the different modalities, in order to classify the
multimodal input. An approach that takes advantage of the relationships across multiple modalities is in
[31], where a temporal generative model learns shared representations across different modalities with
time varying data, in the context of event detection and classification. However, [31] cannot handle missing
modalities and thus, there is the essential need of generating them, by relying on information provided by
the available modalities. Similarly,in [32] Sohn et. al. explore the topic of identifying which are some good
associations between different modalities that can be used for performance improvement in multimodal
data fusion systems. In this approach, information theory based measures are used to generate missing
modalities. Therein, the concatenated modalities are used to train a single representation using neural
networks. Finally, in [24] the different modality relationships are described by a feature weight vector,
which is computed by the concatenation of the different modalities and unimodal classification.

The proposed method is based on and [29], which also deal with multimodal classification tasks. In [33], Li
et. al., based on the idea that photos of the same object can be modeled as different modalities, approach
the multimodal image classification task with a Multi-manifold sparse graph embedding algorithm (MSGE),
which is capable of capturing multimodal multi-manifold structure. However, this approach only uses one
data type, image, while the fact that multiple photos of the same object are considered as different
modalities is restricting. Moreover, [33] cannot be applied on data where there are modalities of different
size or type. Another graph-based classification approach has been studied in [34], where image
understanding and feature learning are integrated into a joint learning framework, by the proposed Robust
Structured Subspace Learning (RSSL) algorithm. This method gives decent performance regarding image
tagging, but has not been used for multimodal classification tasks. In the same context, in [35] a new
weakly-supervised metric learning was proposed, which is modeled as a deep learning framework. The
learning process includes the joint exploitation of visual content and user tags or social images. However,
this method has only been used for image retrieval and cannot be applied to a multimodal classification
task. Our proposed method utilizes matrix factorization in multiple steps of the process, which has also
been studied for image understanding in [36].

2.3. MEeTHODOLOGY

The proposed framework that will be used for fusing the different modalities of an article consists of some
discrete parts that are described in detail in this section. In the first place, a data normalization process is
used for subtracting the mean value of the features of each modality. Next, Singular Value Decomposition
(SVD) transformation is applied in order to convey all the modalities to the same space. The space where
the modalities are conveyed is the space of one of the existing modalities.

The next step includes the mapping of the unimodal data-input into multiple representations in a new
space. In the new space, the computed representation is based on the Truncated SVD transformation
matrix [37] and the distance between data is calculated. The Truncated SVD is used in the means of
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dimension reduction of the data. Moreover, with this transformation it is ensured that the loss of
information regarding the data will be negligible.

The following step is important, since its objective is to find a proper metric to measure the distance
between the different modalities. Hence, the transformation matrix is updated so that the distance
between data of the same/different class (label) is decreased/increased respectively [29]. The different
modalities can be mapped into a space where the distance between data of the same class is small, while in
the opposite case the distance is large. This mapping is then used for measuring the distances between the
modalities. Each update of the matrix triggers an update to the winning mapping, which better fits to the
general objective.

Finally, the multiple transformed modalities are passed separately to the graph-based method, which is
utilized in order to preserve the distances between the different modalities. By using the graph, the target
representation is derived in the new space, where any classification method can be applied on the
individual modalities.

The steps of the proposed method can be summarized in the following list, while for a more comprehensive
analysis they are also illustrated in Figure 1.

1. Normalization of the extracted features for all the modalities

Mapping of the extracted features of all modalities to the feature space of one single modality.
Initialization of the first transformation matrix V.

Update of the first transformation matrix based on the computed distance between modalities.
Computation of the final transformation matrix using a graph-based method.

e WD

2.3.1. NoTATIONS

We refer with X to a multimodal dataset, consisting of m modalities of n labeled samples, with labels |, i €
{1, ..., c} | stands for the class of the i" sample, while c is the number of classes. The representation of
each sample of the modality j € {1, 2, ..., m} is represented by the vector x; € RY where dj is the
dimension of the sample representation for the modality j. Each sample can be represented by one vector x,
by concatenating its single-modality representations. Namely:

Mp=Ppy] e PrgliJ =T e im (1)

m
where x is of size [1 xd], d = } dj_ The entire dataset is represented by the matrix X of size n x m. Each
j=1
row of X is the sample representation x, namely:

Xn Xa1 v | Xpm

In details, the k™ value of the j"" modality of sample i is located at the i" row and the (f (j) + k)™ column of X,
j=1

where f(j)= ) d; . X, denotes the n x d j sub-matrix of X that contains the j, modality features of all n
q=1

samples.
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2.3.2. DATA PREPROCESSING

Regarding data preprocessing, the mean value of each submatrix X; of the multimodal dataset is calculated
and subtracted per dimension. In details, the mean value can be calculated by:

1 n
B = 51 Mia] = o ZXL_; (3)
t=1

and Z,=X,~ M, with Z being X after the normalization process.

The following step includes the transformation of all the modalitiesj, w € {1, 2, ..., m}, jZw in such a way
that the distance | [Z, - R, Z; || can be minimized. For each modality jw € {1, 2, ..., m}, j#w the rotation
matrices R, are calculated. Except for the w" modality where R, = I, , with |, being the [d, x d,, ] identity
matrix, the rest of the modalities are transformed. The solution of this minimization problem is obtained

using SVD over the covariance matrix COV(Z,, Z, ) =Z', Z,.

277, = UgZV] s
R = VaIUT "

where V, is a matrix of size [djxdj], | is of size [d j x d w ] with its elements being equal to Kronecker delta
(I,= 8 ),and U is of size [dwx d w].

From now on, X will indicate the transformed modalities with X, = R, - Z,, Vi € {1, 2, ..., m} are then
concatenated as in (2) resulting in matrix X.

2.3.3. INITIAL TRANSFORMATION

Truncated SVD Decomposition is applied on the dataset for s largest singular values sothatX = U Z V". Vis
the initial transformation matrix of size [d x s] where s is manually selected. In the case that s < d,
dimensionality reduction of the dataset is also achieved. V can be further updated by considering the
specific class information.

An iterative update algorithm is applied on the transformation matrix V (Algorithm 1). Considering x, and
X are two random samples, for all pairs x,, and x,, the representations h , and h, of the two respective
samplesand &, B €{1,2,...,n}, @ # 8 are computed:

h,=x,-Vand hsg=x3-V (5)

Ly )
e

Next, the updated values for the transformation matrix V are computed:

=0 o {hy —hg)e 2 @ w5t

il

(6)

Oy - st

S}

and uy = x‘; - (hg —h,)-

where C, and C, are parameters used for balancing the significance between the update matrices u, and u,
and st is the step-size parameter that determines how quickly the transformation matrix will converge to
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the final matrix. For the pairs of & and 8 belonging to the same cluster (I, = |5 ) the transformation matrix
Vis updated as:

V=V - (u, + us) (7)

while for the pairs of @ and 8 with |, # Iz, Vis updated if the euclidean distance between h , and h, is
below a threshold :

V =V + (U + us) , iff [ha — hglls < ¢ (8)

This process is repeated for r iterations, until V matrix represents the similarities between modalities in the
best way possible. The amount of iterations is predefined. For the bimodal case where there are two
modalities (m = 2), the described method is illustrated in Figure 1.

me>| v @ s O

Initial w
Transformation

v
[ FEpEtitdni J
Sampla a w
e O (D —— OO «
v
Sample B
w
=0 (D — DD .
v
T

Figure 1 Transforming data for the initial transformation matrix V. T and S correspond to the first and second modalities
accordingly. a) Initialization of the first transformation matrix V, using SVD b) The repetitive process of updating the transformation

matrix
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2.3.4. ReSHAPING THE DATASET

The resulting transformation matrix V is obtained after r iterations. V contains m concatenated matrices Vg
T
Y= |:Vl o "V:rarj| {(}\l

Each V, matrix represents the i™ modality of the dataset and is of size [d, x s]. s stands for the number of
the largest singular values of the truncated SVD.

Next, the dataset is divided into m parts, with each part representing one individual modality. After
reshaping, the dataset can be written as :

K= [X’l X] (10)

Algorithm 1 The SGD Updating Algorithm
Initialize V = V by applving SVD

repeat
repeat
given a pair of samples (o, §) compute:
h, and h;
u, and ug
if o and 3 similar (I, = [3) then
V=V - (u, +ug)
else
if ||h, — hg||; <€ then
V=V 4 (u, + ug)
end if
end if
until a predefined number of pairs

until predefined number of iterations

where X', = X; - V; is a sub-matrix of X', containing the transformation of the j" modality of all samples. X', is
of size [n x s], hence the size of X' is [n’ x s], where n” = n - m. This is because a standard matrix
multiplication gives:

M

X_‘vaI‘vl4""+X1?f‘vnt_'zx.1hv.f (11\}

=1
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This far, our method is based on the proposed method of [29], where a single representation for the
concatenation of the two modalities is computed. We extend [29] and measure the distance between the
different objects consisting of all modalities at this representation. We assume that we can keep the parts
of the V that correspond to the | modality in order to map each modality to the new feature space
individually to finally also measure the distance between different modalities in this new space.

2.3.5. CREATING THE GRAPHS

This phase includes the construction of two graphs, which are constructed for the reshaped dataset X’. The
constructed graphs include a between-class graph {G, , W, } and a within-class graph {G,, W}, with W, and
W, being the weight matrices of the two graphs, accordingly.

In order to create meaningful edges so that the connections between the different nodes of the graphs can
be established, the kernel-based distances that are considered as similarity of the nodes are used. This is
based on the hypothesis that the data lie on multiple manifolds in order to put constraints for the
connections between the nodes. Furthermore, the evaluation of the kernel-based distances will be used as.

Given n’ data samples X' =[x’ ,, ..., x’ n’]" belonging to c different classes, the data-points are separated
into 0 = cm modality manifolds M = {M M,}, where M, is defined as the j"
modality-manifold-fragment (MMF) of the I" class.

1 ’

Regarding the construction of the within-class graph {G, , W, }, it is based on the MMF inner structure.
Thus, Vx, € M, (I=1,..., p,k=1,...,c)x s connected with all x €QC Mi,,k, where |Q| =k, d(x i, xj
) <d(x, %) Vi€ Q k&M, -Q and M| C M, with all the elements of M, . The elements that have
been connected with x, in previous steps and x, itself are excluded. By way of explanation, for all vertices
that belong to the same MMF (the samples that belong to the same class and the same modality, X', €
MY ), an edge is added between x’,, and x',, is among the k nearest-neighbors of X', . In cases where an
edge is already present from a previous iteration, we select the next nearest-neighbor.

The described process is performed for each MMF. In the following step, edges are added between
different MMFs that correspond to the same class using the following procedure:

V MMF M, , connect M;, with M, ifx, € M,, :d(x,_, x, ) <d(x_, x4) Vx_,x. € M, andx,,x, €EM, .

Thus, an edge is added between the two closest vertices belonging to different MMFs. Two MMFs are
considered connected if any two of their vertices are connected.

For the between-class graph {G, , W,}, the MMF inner connections are also used as described earlier. Next,
edges are added between different MMFs that correspond to the same modality. The same restrictions as
set in the within-class graph construction are also applied to the way that graph vertices are connected.

2.3.6. GRrAPH OuTtPUT

The adjacency matrices A, and A, are obtained from the created graphs that were described in the previous
subsection. W , and W , weight matrices are calculated by using the heat kernel according to which the
weights of an edge between two vertices x, and x; are given by:
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3 i|xJ e x,j”'z

Wei=¢ h (12)

The two laplacian matrices L ,and L, then computed as follows:

L,=D,—- W, and L, =D, - W, (13)

D, , D, are the diagonal matrices where the elements of the diagonals are the row-sums of the weight

I
)

matrix, namely D, =) W
j g

2.3.7. FinaL DATA REPRESENTATION

As described in detail in [33], the objective is to minimize the following three quantities:

1. YIL,Y st YTL,Y =1
2. Y -XTA|3
3. [|A]2

The final objective is the minimization of the following function, i.e. the minimization of the weighted sum
of the three quantities above:

min(YTL,Y + @|Y = XTA||2 + 0||A||21) s.t. YTLY =1 (14)

where @ and O are two parameters responsible for balancing, A is a transformation matrix, and

,1I|31 = Z:?—I \L,"’Ilr ?:1[[A]J,f}g

or zero otherwise.

If F is the objective function we get:
T [ T 2
F=YTL,Y + @||Y = XTA|)? + o||A||21 (15)
By differentiating F with respect to A, setting it to zero and solving for A, we get:

A = (XXT + 0A/20) XY = AY (16)

-1
where A is a diagonal matrix whose i " diagonal element A i,i equals to (lell) only when ¢ #0 (@ i is
the i th row vector of A). Here we result in a different equation than the corresponding one in [33].
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F =Y Ly Y + @Y — XTA|Z 4+ o||Al21)
=YTL,Y +m(ATXX"A-2ATXY+YTY)+0 ATAA
=YTL Y+ (YTATXXTAY-2YTATXY+YTY)+ (17)
+oYTATAAY
= Y7L, + w(ATXXTA - 2ATX + 1) + 0ATAA]Y
If we set: £ = Ly, + w(ATXXTA — 2ATX +1) + cATAA the minimization function can

be re-written as:

min(Y7LY) st. YIL,Y =1 (18)

According to the Lagrangian method, the optimization problem can be solved by computing the
eigenvectors corresponding to the | smallest eigenvalues of the following generalized eigenvector problem:

LY = \L,)Y (19)

The optimization process is described in detail in Algorithm 2:

Algorithm 2 Optimization Algorithm
Initialize Ag =1t =0, w, o

repeat
compute Y, by solving LY = ALY )
update A, using A = (XXT - E) XY
evaluate A from A,
l=1+1

until convergence or preset iterations

Consequently, the final representation of the pre-processed input data is

R=x-V-A (20)

which can finally be fed into any single modality classification method.

In the testing phase, let O be an object to be classified that consists of z< m modalities. LetZ={z,, ..., z,}
C {1, ..., m}where Z is the set of the indices of the existing modalities of the object O and m the number
of modalities of the training set. Then, O is represented as
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0= Z,zzl(x()_i ' vaz " AJ (21]

et

where, x . is the representation of the i*" modality of O, V , is the z," submatrix of V. In a similar manner as
in the training procedure phase, the input data are normalized and rotated by R in the testing phase as well.
Thus, the M, vectors from the training step are kept and reused during the testing.

As a highlight, it should be noted that in cases where there are training samples with missing modalities,
they can be included in the training procedure, skipping through some steps. If a modality of a sample in
training is missing, the specific sample does not participate in the preprocessing modality-transformation
phase or the metric learning part (in initialization only).Thus in the following step, the existing modalities
(except the w , ) will be transformed using equation (4). The only pre-processing the specific sample is
through is the normalization.

B. pre-processing _C. Initial Transformation
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Figure 2 The different steps of the proposed method. The titles of the

parts are following the corresponding subsections in which the parts are described.
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2.4. EXPERIMENTS

Experiments were conducted on three multimodal datasets: NUS-Wide [38], NTU RGB-D [39] and
AV-Letters [40]. The following section includes descriptions and parameter settings of our experiments on
the aforementioned datasets.

NUS-Wide samples consist of two different modalities, including images (six types of low-level features) and
their associated tags from Flickr. We have used 1520 samples from the dataset (NUS-Wide 1.5K) and kept
the bag-of-words feature based on SIFT descriptors.

NTU RGB-D dataset contains samples obtained by Microsoft Kinect cameras, with each sample representing
a sequence of frames. One or two human bodies are recorded in each frame. For each human body, the 25
skeleton joints provided by the Kinect, are stored. For every joint, X, y, z (3D) coordinates of the joint, 2D (x,
y) mapping of the corresponding depth frame, 2D (x, y) mapping of the corresponding RGB frame and 4D
(w,x,y,z) orientation of the joint are provided. From the entire dataset, 500 samples are selected randomly.

Regarding the AV-Letters dataset, it consists of 780 samples, with each one of them containing a sequence
of frames of various time lengths, including lip-movement while pronouncing a letter (video) and a
sequence of Mel Frequency Cepstral Coefficients (MFCC) describing the audio of the respective letter.

For estimating the proper parameters for our approach, we have employed an exhaustive heuristic method.
The search included the following parameters, which were described in previous sections:

w, O0,t,
the number of singular values kept for the SVD step (sv),
the total number of iterations of the updating algorithm (r),
the number of eigenvalues kept in the Graph Optimization algorithm (l)
and the trade-off parameters (C,, C, ).

In Table 1, different values of the parameters used in experiments are shown. The optimal values are
highlighted. Despite the fact that the three datasets we have experimented on are quite different, the
hyperparameter selection shows that the optimal values were close for all three datasets.. This fact
indicates that the proposed method achieves strong generalization across datasets.

2.4.1. NUS-Wipe 1.5K DATASeT

Regarding NUS - WIDE 1.5K dataset, it also contains two different modalities. The first modality is a 1000d
binary vector indicating the existence of 1000 tags on the image. The second modality is the probability of
SIFT features that has been clustered into a bag-of-words of 1024 bins, to be found in the certain sample.
765 samples are used for training and 756 samples for testing.

The two modalities are concatenated following the steps described in section 2.3.1 resulting in a vector x, of
length d = 2024. Next, the SGD step is applied on V, for all the pairs of similar samples (totalling 9613 pairs),
and for 10067 random dissimilar pairs.

In the following step, the dataset is reshaped. Each new samples has length sv = 60 and is labeled with the
class and the modality it belongs to. The optimization process is repeated until convergence or until 200
iterations.
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Figure 3 The effects of r and h parameters on multimodal accuracy. a) NUS-Wide 1.5k dataset: The effect of r parameter
on multimodal accuracy b) NUS-Wide 1.5k dataset: The effect of h parameter on multimodal accuracy

We have applied 8-fold cross validation using multiple classifiers to compute the accuracy of each one of
the different cases. The classifiers are trained with the mean of the resulting representations of each
modality and with independent representations of each modality.
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The threshold for updating V matrix in case of dissimilar samples, is set to 1. The results on NUS-Wide
dataset are presented in Table 2.

NUS NTU AV
= || 1, 10, 100, 1000 1, 10, 100, 1000 1, 10, 100
a || 1, 10, 100, 1000 1, 10, 100, 1000 1, 10, 100
ho|l 0.1, 1, 10, 100 0.1, 1, 10, 100 0.1, 1, 10, 100
sv || 10, 30, 50, 60, 100 | 10, 30, 50, 60, 100 | 10, 30, 50, 60, 100
[ || 10, 30, 50, 60, 100 | 10, 30, 50, 60, 100 | 10, 30, 50, 60, 100
r || 50, 100, 200, 400 | 50, 100, 200, 400 | 50, 100, 200
1 || 100, 200, 300, 400 | 100, 200, 300, 400 | 100, 200, 300, 400
C5 || 200, 300, 400, 500 | 100, 200, 300, 400 | 200, 300, 400, 500
Table 1 The parameters used for the experiments
Framework Parts Classifiers Training
LS | SVD | SGD | Graph || Modalities sep | Modalities av
1 X X X
L [ x| ] x |1 x
3 X X X X
4 X X X X
5 X X X X
olx| x| | x | | x
7T X X X X X
slx ] x [ x| x| | x|

Table 2 Experimental implementations. The enumeration of cases are as described in section 2.4.4
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Multimodal CVA Accuracy || Per modality CVA Accuracy
av. sep Tags Mod SIFT Mod
1| 91.71% 48.98% 02.88% 5.13%
2 || 91.95% 48.82% 92.61% 4.28%
3 || 94.34% 50.53% 04.08% 6.97%
4 || 94.46% 49.70% 94.60% 4.87%
5| 92.09% 19.48% 93.53% 5.42%
6 || 92.09% 19.60% 92.86% 5.81%
7| 94.74% 51.48% 04.47% 8.44%
8 || 94.20% 19.64% 04.47% 4.87%

Table 3 The experimental implementations with tested accuracy and best classifiers and the experimental

results per modality for NUS-Wide. The enumeration of cases are as described in section 4.4.
2.4.2. NTU RGB-D DAtAseT

Each frame sequence of the NTU RGB-D dataset is considered as a sample and the Bag of Words (BoW)
method is applied on the data. We use a random 85% of the selected samples for training and the rest for
testing. All the 25 x 3, 25 x 2, 25 x 2 and 25 x 4 features of all frames are concatenated into 4 matrices and
then k-means is applied on them for 50 words (centers) each. Then, the probability of each word appearing
in each sample is calculated. This procedure results in 4 sparse features of size (1 x 50), one for each
sequence.

Since each sample is constructed as the concatenation of the 4 modalities feature vectors, its dimension is
(1 x 200). The SGD step is applied on V for the same number of pairs of similar/dissimilar samples
(1423/1423 pairs).

For the next step the dataset is reshaped at n 0 = n-m =4 - 425 = 1700 samples. The new sample length
after SVD is sv = 30. The results are presented in Table 4. The A and B rows in the table show the baseline.
The baseline for comparison purposes is on the extracted features of the BoW, without any processing. The
same classifiers and the same classification procedure is applied on the features to show the difference in
terms of accuracy. Considering this dataset, results for one missing modality are presented in Table 5, and
they are compared to the corresponding results of Table 4 under the av. column.
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MM CVA Accuracy Per modality CVA Accuracy
av. sep Mod1 Mod2 Mod3 Mod4
3.64% 57.45% 56.72% | 59.15% | 56.52% | 57.35%

2 60.00% 18.26% 11.86% | 26.79% | 32.79% 0.00%

3 55.00% 61.81% 60.61% | 63.93% | 64.41% | 58.82%

4 58.21% 20.76% 18.75% | 31.75% | 24.14% 5.88%

5] 3.77% 62.26% || 60.94% | 62.90% | 60.61% | 64.62%

8 || 70.69% 16.90% 1897% | 22.58% | 19.61% 2.38%

Table 4: The experimental implementations for NTU.

Overall Per missing modality CVA Accuracy

output Modl Mod?2 Mod3 Mod4

B || 61.54% || 31.67% | 31.58% | 42.19% | 28.07%

(]

60.00% || 40.91% | 53.23% | 50.72% | 50.77%

1 58.21% || 49.18% | 50.00% | 48.48% | 47.69%

6 || 57.58% || 9.43% | 14.81% | 17.46% | 6.45%

8 || 70.69% || 51.61% | 64.41% | 60.32% | 43.94%

Table 5: The experimental implementations for NTU for 1 missing modality.

2.4.3. AV-LeTTeERs DATASET

A neural network is used for feature extraction. The network consists of two LSTM layers. The two
modalities are passed through two similar neural networks separately. The outputs of the networks are
feature vectors for each modality of each sample, one for audio and one for video. The length of each
feature vector is [1 x 26] and represents the possibility of the sequence to be classified in one of the 26
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classes. We used a random subset of 650 samples for training and the rest 130 for testing. The features of
the two modalities are then concatenated resulting in a vector x; of length d = 52. The SGD step is applied
on V for 8160 pairs of similar samples, and for 8160 random number of pairs of dissimilar samples.

Then, the dataset is reshaped at n” = n-m = 2 - 650 = 1300 samples resulting (after SVD) in sample length
equal to sv = 60. Finally, as in NUS-Wide dataset, a 5-fold cross validation has been applied. The results for
AV-Letters dataset are presented in Table 6.

2.4.4. ResuLTs INTERPRETATION

LS and SGD are procedures that are included/omitted in the experiments resulting in variations of the
proposed framework as shown in the Framework Parts columns of Table 2.

As shown in (20), the training set elements that are fed into the classification method are the rows of R.
More specifically, we calculate the representation for each modality R; namely

R.f = X.ﬁ : V.f A ':22}
wherej=1,2,..., m. Each element r
1| Tim
B=[Ri|...|Bu|=]| i (23)
rn.l m r.'r.:-h:

is the representation of the j th modality of the i th sample. Since all m modalities lie on the same space in

the final representation, in the training procedure we can use from each sample either all the m I-d vectors
m

(Separate training) or their average vector R} = erl.J (Average Training). Hence in the first case the
-

number of training vectors per sample is m (in total m-n elements - Modalities sep column) while in the

latter is one (in total n elements - Modalities av column), as indicated in Table 2 under Classifier Training

columns.

MM CVA Accuracy || Per Modality CVA Accuracy
av sep mod-A mod-V
T0.77% 46.54% 33.21% 59.87%
o| m2s0% | oo | 2sor% | somw
70.77% 46.67% 33.46% 59.87%
72.69% 41.41% 23.33% 59.49%
5 T1.15% | 47.056% 34.36% 59.74%
6| 73.21% | a5 | 2205% | sosew
Tl 71.15% | 47.05% | 34.49% 59.62%
8| 7308% | a103% | 2256% | soa9%

Table 6: The experimental implementations for AV-Letters.
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Similarly, in the testing procedure the input consists of m I-d vectors for each sample. Thus, for the
classification we can use the average of these m vectors (Multimodal CVA accuracy - sum column of Tables
2-6) or each modality representation separately (Per modality CVA accuracy columns), where CVA stands
for cross validation average. In other words, on these columns, the method’s accuracy is presented in the
cases that all or only one modality is available. Column (Multimodal CVA accuracy - sep of Tables 2-6)
equals the average of the m columns under Per modality CVA accuracy.

From Table 2 is shown that in NUS-Wide dataset, the Tag modality outperforms SIFT modality by far, with
SIFT achieving very bad accuracy (< 10%). It can be also noted that the same happens for the AV-Letters
dataset (Table 6), where Mod-V outperforms Mod-A.

During the data-preprocessing (Subsection 3.2), for the experiments on NUS-Wide and AV-Letters datasets,
the modalities have been transformed to the first modality space (w = 1) as shown in Tables 2-6. This covers
both possible cases, namely, in the NUS-Wide dataset we mapped the modality with the low accuracy to
the one with the high accuracy, while in the AV-Letters we performed the inverse. We have also performed
mappings to the other modalities (w 6 = 1) which resulted in similar with the initial case (w = 1) accuracies.
On the contrary, the results on NTU-RGBD dataset are for modalities transformed to the 4™ modality as
shown in Table 4. Even though the 4™ modality shows the lowest accuracy on its own, when transforming
all modalities to its space, the method shows significant improvement compared to transforming into the
other modalities.

As expected, the results were better when the same training/testing object vector representation was
used. Thus, the average of the modalities achieved better results in the classifier trained with the average
of the modalities and vice versa.

The proposed method gives comparable results to the state-of-the-art methods. As can be seen in Tables 7
and 8, in AV-Letters database, our method surpasses the others by far for the multimodal case, even
though for the case of the single-modal classification of AV-Letters is ranked last. In NUS-Wide database,
our method surpasses previous state-of-the-art methods. In all cases the reader is referred to the
referenced works for more results compared to other methods. The numerical results given in the Tables
for the other methods, are taken by [41] and [29], respectively. For the NTU-RGBD dataset, we use as
baseline for comparison the features extracted with BoW method. As it can be seen in Table 4, our method
gives a significant boost to the accuracy, especially in the multimodal case that is shown in column under
av. Moreover, in Table 5, the case where one modality is missing, and thus, the classification is done for the
three remaining modalities. Only the Average training approach is presented.

However, the most significant contributions of our method is that it is universal, it can be applied to any
kind of data, and most importantly, it can deal with the cases of missing modalities. For example, columns
under Per modality CVA accuracy (Tables 2, 4, 6) illustrate the method’s performance if only one modality is
available during the method testing,and Table 5 shows the performance for one missing modality of
NTU-RGBD dataset. Furthermore, objects with missing modalities can also be employed during training by
following the Separate training approach.
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AV A v
MDAE [2] 62.90% | 58.40% | 62.10%
CRBM [31] 64.8% 61.2% 62.60%

RTMRBM [41] | 66.04% 64.41% | 64.63%

Proposed 73.21% || 34.49% | 59.87%

Table 7: Method performance in AV-Letters

Xie [29] 93.52% || Xing+QOriginal | 89.95%

[TML4Original | 89.95% || Xing+MWH 89.95%

ITML+MWH 92.86% || MKE 80.56%

Proposed 94.74%

Table 8: Method performance in NUS-Wide 1.5K. The un-cited methods’ results are taken from [29]

2.5. IMPLEMENTATION

The data extracted from previous FANDANGO tasks can here be utilized for a more thorough analysis of a
single media content. To start with, semantic information regarding the text of an article has been
extracted in Task 4.1, including descriptors about mentioned entities, location and time. For the extraction
of these data, each information is classified individually, resulting in a trustworthiness score. Currently, the
trustworthiness score of the text modality of an article is based on the results of different NLP classification
models, in the form of a weighted average score. In the context of Task 4.1, metadata descriptor vectors
have also been extracted. These are based on information about the authors and publishers connected with
the article and are used for determining their trustworthiness, as objects that exist in the FANDANGO data
lake. A trustworthiness score of a publisher or an author is extracted by statistical models used to classify
them as trustworthy/not trustworthy sources. Finally, in Task 4.3 descriptors about visual content
(image/video) were extracted. Image segmentation models have been used for spotting potential
manipulated areas of an image and based on the predicted mask, a trustworthiness score about the
content is returned.

To determine the trustworthiness of a news article as a whole, different methods can be deployed. The
naive approach would be the formation of one single trustworthiness score based on a weighted average of
the computed scores for each modality. However, this approach would be way too simple for a critical case
like the identification of fake news, since ambiguous relationships between the different descriptions could
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be missed. Thus, having evaluated our method on the datasets described in section 2.4, we will apply it to
the specific task of fake news identification. Since multiple modalities can be derived from an article/news
post, their fused features can be crucial for shaping one single aggregated score, describing the overall
media credibility. Moreover, a single trustworthiness score enriched with relational features between the
different modalities will be a more meaningful and easier to interpret indicator for the end-user.

All the data will be preprocessed as described in the preprocessing step of our method. The text, metadata,
image modalities will be transferred to a single space of one of those modalities. They will be fed to the
graph method and their distance regarding their trustworthiness will be measured. The distance between
different classes will be maximized, while the distance between similar classes will be minimized
(trustworthy/not trustworthy). This will decide the relevance between different modalities belonging to the
same article. As an example, the textual information of an article is describing an event by using suspicious
words, meaning that its trustworthiness score based on the textual analysis is low. However, its visual
content has a high trustworthiness score, since the image classifiers did not detect manipulated image
areas. The distance between these two modalities will be maximized, since the NLP and segmentation
classifiers resulted to different classes (not trustworthy/trustworthy).

At this point, the feature of our method regarding cases with missing modalities should be noted.
Depending on the source, it is quite often that news articles do not always provide information about the
multiple modalities. Articles with missing images, author or publisher information or metadata fields are
often published in news sites. This factor plays an important role in the calculation of each modality’s
trustworthiness score and thus, the final aggregated score. Until recently, the solution to this problem
would come by generating the missing modalities so that they are equipped with similar features as other
existing modalities. Our method handles cases of missing modalities, since such modalities do not
participate in the transformation phase we described earlier.

The goal of multimodal late fusion applied in the detection of fake news is the creation of one aggregated
score that is both informative and easily deciphered by the end-user. Machine learning predictions can be
confusing and easily misinterpreted, especially in a multileveled system like the FANDANGO platform. With
the use of multimodal data classification, the end-user can consider one single score to begin with their
analysis on a news article. This can save time, by the means of avoiding the interpretation of individual
scores for each modality. Furthermore, a unified score describing a news article is a much simpler way to
spot a suspicious news, than analyzing each component individually.
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3. EXPLANATION AND INTERPRETATION OF PREDICTIONS

Machine learning is at the core of many recent advances in science and technology with SVM being a
driving force in the previous decade and deep learning in this one. However, although these models reach
impressive prediction accuracies in any task assigned to them, their nested non-linear structure makes
them highly non-transparent. Because it is not clear what information from the input data makes them
actually arrive at their decisions, these models are typically regarded as black boxes. But, whether humans
are directly using machine learning classifiers as tools, or are deploying models within their products, in
order to trust a model the decision process should be known and understood. Even more, if the users do
not trust a model or a prediction, they will not use it.

Besides trust, there are more, perhaps even more important reasons to examine the reasons that a
machine learning model reached a prediction such as learning from the system and complying with
legislation. Because today’s Al systems are trained with millions of examples, they may observe patterns in
the data which are not accessible to humans, who are only capable of learning from a limited number of
examples. If one has an explained decision process on can try to extract the distilled knowledge from the Al
system and reach new insights on the process.

Al systems are affecting more and more areas of our daily life. Persons immediately affected by the
decisions of an Al system may want to know why the systems has decided in this way. These concerns
brought the European Union to adapt new regulations which implement a “right to explanation” whereby a
user can ask for an explanation of an algorithmic decision that was made about her or him. Additionally, it
is imperative to be able to assign responsibility when the systems makes a wrong decision.

These reasons force the development of two concepts: machine learning models must be interpretable and
their predictions have to be explainable. In this context, an interpretation is a mapping of an abstract
concept into a human understandable domain. Furthermore, an explanation is the collection of features of
the interpretable domain that contributed for a given example to produce a decision. For example, an
interpretable domain is an image where concepts like human, tree and dog can be depicted. The
explanation would be a mask of which pixels contributed to the prediction of the class dog (Figure 4).

Figure 4 Example of an interpretable explanation for an image object detection model
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Based on the definition of an interpretation, there is no constraint that the domain used to represent the
explanation is the same as the domain of the input features to the system. This is especially important
when the input domain is incomprehensible to a human; a new understandable domain can be selected. In
natural language processing, for example, the selected classifier might be working with embeddings, which
are representations of words and sentences into an n-dimensional hyperspace. But the interpretation could
be the existence or absence of specific words in a bag-of-words setup.

In a bag-of-words setup, the domain size is limited by the dictionary of words, i.e. the set of unique words
used in the text corpus. The size of the dictionary can in some cases reach several hundreds of thousands of
words. An explanation that consists of the weighted appearance or absence of thousands of words, while
understandable, is not very practical for a human. Therefore, this new requirement that further implies that
the explanation should be easily understood introduces the concept of explanation complexity.

Another problem that arises, especially when the input and explanation domains are different, is that the
explanation might not be completely faithful to the model. Fidelity is a measure of faithfulness of the
explanation to the model. An explanation should be faithful to the model at least in the vicinity of the input
under scrutiny, introducing the concept of local fidelity.

3.1. Existing MEeTHODS

Recent developments in machine learning like non-linear classifiers and deep learning models being so
successful have led to algorithms that can not be properly understood even by practitioners of the
discipline, let alone end users of the provided services. This has led to a number of methodologies to
manage the understanding of machine learning algorithms and their predictions. Here we describe the 3
methodologies that are the most suitable to the FANDANGO project but the interested reader can follow
recent research in Guidotti et.al. [42].

3.1.1. Laver-wise ReLevance PropaGaTiON (LRP)

Layer-wise relevance propagation [43] is a general framework for decomposing predictions of modern Al
systems such as feed forward neural networks, bag-of-words models, convolutional neural networks and
recurrent neural networks. This method explains predictions relative to the state of maximum uncertainty,
i.e. it identifies pixels which are pivotal for the model’s prediction.

Mathematically, LRP redistributes the prediction f(x) backwards using local redistribution rules, until it
assigns a relevance score R; to each input variable. The key property of the redistribution process is
referred to as relevance conservation and can be summarized to:

SR = =XR = TR = = f@) (24)
1 J

where i, jand k are input variables of different layers of the neural network. This property says that at
every step of the redistribution process the total amount of relevance is conserved. The relevance scores
R]. of each input variable j determines how much this variable has contributed to the prediction.

For a feed forward neural network, assuming x; is the activation of neuron j at layer /, Wy is the weight
connecting neuron j to neuron k of layer /+1 and R;and R, are the relevance scores for neurons j of
layer / and k of layer [+ 1 respectively, relevance R/. can be calculated by:
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(25)

where ¢ is a small stabilization term to prevent division by zero. Based on equation (25), relevance is
distributed proportionately from one layer to the next and relevance is higher where activation is higher,
i.e. more activated neurons are more relevant, and where the strength of the connection is higher, i.e.
more relevance flows through more prominent connection.

Equivalent relevance calculation can be achieved in other types of deep learning layers such as
convolutional and recurrent by following the rules of information propagation ([43], [44], [45]).

This relevance calculation rule only takes into account positive relevance but there are many examples
where we can consider an input having negative relevance. For example in an image depicting an animal
with fangs this animal should not be classified as a sheep. An alternative relevance distribution rule, that
adapts the process to this concept is:

+ . -
Tk TiWjk
Rj:Z((Y‘ (;wi) . _3. (2 wji) _)Rk
- > (wjwiik) > (@ wji)

(26)
where ()" and () denote the positive and negative relevance parts. The conservation of relevance is
enforced by the constraint ¢ —b = 1. This methodology shows a close relation to Taylor decomposition, a
general function analysis tool, as has been shown by [46] for the special case where a =1.

Examples of explanations obtained with LRP, using different values of a and b, for predictions by a
convolutional DNN of MNIST digits, are shown in Figure XX. When a =1, the heatmaps contain only
positive relevance which is spread along the contour of the digits in a fairly uniform manner.
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Figure 5 LRP explanations when choosing different LRP parameters a and b. Positive and negative relevance are shown in red and
blue respectively [43].

When choosing a =2, some regions in the images become negatively relevant, for example the upper
region of the digit “8” in the last column of the third row. Setting an even higher value of a = 3, negative
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relevance appears as if it is distributed in a seemingly random fashion. The total negative relevance of 30%
seems excessive.

3.1.2.  Sensmvity AnALysis (SA)

On the other hand, Sensitivity Analysis ([47], [48]) explains a prediction based on the model’s locally
evaluated gradient. This method assumes that the most relevant input features are the ones that would
cause the biggest change to the output if their values were changed, i.e. the features that the model is most
sensitive to.

Mathematically, sensitivity is calculated by the Jacobian, i.e. for each input variable i, as the partial
derivative of function f(x) near i:

e | oo
(27)

If the local rate of change R; has large magnitude it means that the output is sensitive to input i in the
vicinity of x. This operation can be applied to any of the layers of a neural network, or one can use the
chain rule to derive an expression for the Jacobian similar to how the gradient of the loss function is derived
and calculate the sensitivity of the network output to the network input.

In Figure 6, we present example maps of pixels that have high contribution to the classification result of a
convolutional DNN. The maps were extracted using a single back-propagation pass through the model.

Figure 6 Example maps of pixel contribution in the classification process of convolutional DNN [47].

3.1.3. LocaL INTERPRETABLE MoODEL-AGNOSTIC ExpLanATIONS (LIME)

Ribeiro et.al. [49] present a system that treats a model as a black box but still manages to produce a valid
explanation on which features have the greatest impact on the prediction. The main intuition of their
system is that the explanation may be derived locally from records generated randomly in the
neighborhood of the record to be explained, and weighted according to their proximity to it. They achieve
this by using interpretable classifiers in a locally faithful manner. Even though an interpretable model may
not be able to approximate the black box model globally, approximating it in the vicinity of an individual
instance may be feasible.

Formally, for a model f: %Y R and the original representation x € %9 of an instance being explained,
model g : R R, g € G, is an interpretable model from a class of potentially interpretable models G,
such that g(x') approximates f(x), where x' € R is the interpretable representation of the instance.
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[1(z) is a proximity measure between an instance zto x, so as to define locality around x and Q(g)is a
measure of complexity of g.

Additionally, ;* (f.,q. I1.) is @ measure of how unfaithful g is in approximating f in the locality defined
by I1,(z).

In order for the explanation &(x) to be both locally faithful and at the same time interpretable by humans,
it is obtained by solving:

£y

(x) = argmin L(f, g.I1;) +Q(g)
(=

g (28)
The primary intuition behind LIME, is presented in Figure 7, where instances are sampled both in the
vicinity of x (which have a high weight due to Il ) and far away from x (low weight from I1I, ). Even though
the original model may be too complex to explain globally (the blue/pink background line), LIME presents
an explanation (linear in this case) that is locally faithful (separates correctly the crosses from the dots),
where the locality is captured by II, .

Figure 7 Toy example explaining local faithfulness of LIME explanations [49]

For image classification, one can use “super-pixels”, computed using any standard algorithm. An
interpretable representation of the image would be a binary vector where 1 indicates the original
super-pixel and 0 indicates a grayed out super-pixel. This particular choice of € makes directly solving
equation (28) intractable, but one can approximate it by first selecting K features with Lasso and then
learning the weights via least squares. The choice of interpretable representations is crucial as to the type
of contributing features that can be explained. For example, the presence or absence of super-pixels cannot
explain sepia toned images being classified as retro.

As an example, in Figure 8 we present an example of explanations provided by LIME for the top 3 predicted
classes of the Inception model when shown the image (a). The top predicted class “Electric Guitar” with a
probability of 32% is explained in (b), the prediction of “Acoustic Guitar” with a probability of 24% is
explained in (c) and finally in (d) is the explanation of “Labrador” with 21% probability. While the top
prediction is wrong, since the correct type of guitar is acoustic, one can observe that the intuition of the
model is correct to identify the neck of a guitar as being part of the “Electric Guitar” class.
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I..'!.] Original Image (b} I".'.!"l-L"Litiirl.g_ Electric guitar (c) I-:x;:l:tihillg Aconstic yurl’u'r (d) 'I":Ml'l'l:iirlui!l'l_g Labrador

Figure 8 Explanations produced by LIME for the top 3 predicted classes of an image [49]

3.2. MEeTHODOLOGY

In the FANDANGO project a major goal is to provide a trustworthiness score for emerging news. In order to
decide if a news article is trustworthy, the trustworthiness of each of the modalities of the article have to
be examined. Then, a final aggregated trustworthiness score is provided, that takes into account the
predictions for each of the modalities. A full description of the methods used for each modality is provided
in the other deliverables of WP4.

The textual information that exists in an article is analyzed in two ways to provide semantic information
about the content of the article in terms of named entities mentioned, location that the article refers to
and time period that is analyzed, and to define a trustworthiness score using natural language processing
methods. So far, the trustworthiness score is calculated by a linear model that uses syntactic rules as
features. The linearity of the algorithm used means that the importance of each feature is easily tracked
and reported in a form of weights, therefore explainable. Also, the syntactic rules are easily interpretable
by the end-user.

An other source of trustworthiness for the article comes from the gathered metadata. The metadata
include the authors that have written the article and the publisher that distributed the article. The
credibility of both publishers and authors is calculated by measuring the importance in the context of the
FANDANGO project and the number and trustworthiness of their previous articles. The score is calculated
using statistical models which are both explainable and interpretable.

In parallel, semantic information about the spatial and temporal context of the article is also drawn from
the media included. In order to decide the trustworthiness of a media object, the fact that it has not been
manipulated in any way has to be discerned. Instead of using a single classifier on the input media to
discern if it is manipulated, an ensemble of deep learning models is used to detect various forms of
manipulation. Then, the predictions are concatenated to form the input of a classifier that predicts if the
media has been manipulated.

For the images, the output of each of the models is a segmentation mask, i.e. an image of the same size
where each pixel has a probability score that the pixel has been manipulated by the specific attack (Figure
9). The outputs are subsequently concatenated to the original image in the channel axis to create a
multichannel image.

The classifier learns to predict if an image has been manipulated based on the probability masks. One
advantage is that the classifier can gauge the efficacy of each ensemble model and learn to pay attention to
specific models or ignore ineffectual models. The second advantage is that latent patterns from the
ensemble models can be identified and taken advantage of to improve the classification score.
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Figure 9 Example input of individual predictions to the image ensemble classifier
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Finally, after all the scores for the various modalities have been calculated, a trustworthiness score for the
article needs to be calculated. The fusion classifier will be trained to form one final aggregation score based
on the trustworthiness scores of the different media modalities. It is imperative that this score is very well
understood by the end users and how the classifier came up with it because this score can help the end
user reach a final decision.

3.3. IMPLEMENTATION

The FANDANGO project will provide the end users with explanations on all the scores that are presented to
the user. The scores that are provided for the textual and metadata modalities are from algorithms that can
be explained and interpreted by the user.

3.3.1. ExpLAINING THE MEDIA SCORE

The visual modality analysis provides, besides the score, segmentation masks from the selected
manipulation detectors. While the examination of the masks can provide an explanation on what the
different models have detected, the final classification score might not be reflected properly. Therefore an
explanation will also be provided for the single trustworthiness score of the media.

For detecting if an image is manipulated or not, six independent models are used. The BusterNet [50]
model and our extension, the Quadratic model, are used to detect copy-move attacks. The MantraNet [51],
EXIF [52] and MaskRCNN [53] models are used as general purpose manipulation detectors. A detection of
deep fakes, targeted on the faces of people present in the image is performed by the FaceForensics [54]
model. All these models were trained on their own in various public [55] datasets. Their performance is
measured taking into account the correct number of pixels that were correctly identified as being
manipulated.

As a first step, a shallow VGG style convolutional network will be used for the classification process. This
model can leverage the segmentation masks and extract features in the neighbourhood of each pixel. We
deem that 3 convolution layers of 256 neurons size and a ReLU activation can extract enough information
to properly aggregate the manipulation probabilities. The convolution layers will be followed by 2 fully
connected layers, using the sigmoid activation, of sizes 256 and 64 respectively.

Even though it is common practice to start with pre-trained networks, the nature of the input for this model
is very different from an image, making any pre-training void. Therefore the model will be trained from
scratch using a concatenation of the training datasets used in the aforementioned models but with a binary
classification target.

In order to provide an explanation of the classification, we use the LIME explanatory model. LIME provides
a masked copy of the input hyperimage that has the most relevance to the output decision. Because an
image has only 3 channels, in order to present the end-user with an interpretable explanation we juxtapose
the explanation mask to the original image.

The module will be implemented as a RESTful service that accepts a JSON object with the analysis results of
the 6 segmentation models, the input to the model, and the classification result. After calculating the
explanation, the service will return a JSON object with the explanation mask, in the form of a url to a stored
image that can be shown to the end-user.
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3.3.2. ExpLAINING THE FusioN ScORE

Regarding the textual information, the corresponding input to the fusion classifier will be the
trustworthiness score for each one of the text modality samples. In a similar way the classifier will be fed
with credibility/trustworthiness scores calculated based on each article’s metadata and visual content.

Before the learning process begins, all the scores will be normalized in the context of the preprocessing
step of the proposed method. Then, the extracted features from all the article modalities will be mapped to
one single space, belonging to one of the existing media modalities (text, metadata, visual content).

In the next step all the individual scores will be mapped to multiple representations in the new space, by
initializing the SVD transformation matrix. This way the distance between the samples of each modality will
be calculated., i.e., the distance between text, metadata and visual trustworthiness scores will be
measured, to determine their relevance. This step ensures that the distance between the data of the same
class will be small, while the distance between data of different classes will be large and the obtained
mappings are used for measuring the distance in the means of relevance, between the text, metadata and
visual info trustworthiness.

The transformed scores will finally be fed to the graph, in order for the distances that have been measured
to be kept. The resulting representation will be acquired in a new space where the binary classification will
be performed, to return an aggregated trustworthiness score. This score will carry information about the
credibility of each modality and as a result, will be a truly meaningful indicator about article’s
trustworthiness.

For explaining the fused score decision, we use the LIME explanatory method. LIME will provide a relevance
value for the contribution of each of the modalities in the final decision. For example a response would be
that an article is 70% trustworthy and that the most contributing factor for this score, by 42%, is that the
text modality is deemed 57% trustworthy and by 26% contribution the fact that the media modality is
deemed as 81% trustworthy.
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4. CONCLUSIONS

The FANDANGO platform aims to provide the tools necessary for an end-user to discern if a news item is
valid or not. In order for a news item to be valid, all of the different components of the article (text, media
etc.) must be authentic, unaltered and consistent in semantic, spatial and temporal level.

The combination of information from various parts of an article, into a single decision making function, can
be as simple as calculating an average. Nonetheless, such a simple method could never hold up to a real
world case. Moreover, some of the clues, regarding the trustworthiness of a news item, can only be found
by examining multiple modalities simultaneously. Therefore, a proper machine learning classification model
is imperative for an informed decision to be made.

Current state-of-the-art in fusion and multi-modal classification models, presents a multitude of
approaches, each with strengths and weaknesses. A novel methodology is proposed, solving a number of
the shortcomings of other methods, allowing for more accurate results. The validity of this method is tested
on 3 distinct public datasets. The proposed methodology is implemented in the FANDANGO platform as a
service, offering the end-user a trustworthiness measure that takes into account all the semantic, spatial
and temporal information that can be acquired from an article.

It is a well known drawback of machine learning algorithms that the internal processes used to reach a
conclusion are hard to be interpreted by humans [43]. Nonetheless, one of the most important factors for
an end-user to trust machine learning decisions is to be able to understand the reason that such a decision
was made.

In the FANDANGO platform, an interpretable explanation is provided in each decision making process, i.e.
for every classifier. While the explanations provided are easily understood, a further step forwards would
be to translate the explanations to plain text. So, instead of returning a list of positively and negatively
contributing words or a percentage of relevance for each modality, a natural language text could be
provided by the explanation method. The most challenging modality to interpret in natural language is the
media one, where a combination of image detection, image segmentation and image captioning methods
has to be achieved and all three disciplines are still major research topics [56].
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